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Operative Provisions 

1. Parties and incorporation 
1.1 This Data Processing Addendum (“DPA”) forms part of and is incorporated into the ConnectHEOR Terms of Use and each 

applicable master services agreement, professional services agreement, statement of work, order form, proposal, purchase 
agreement or other written or electronic agreement governing the Services (collectively, the “Agreement”). 

1.2 This DPA is entered into by ConnectHEOR Limited, company number 12933232, whose registered office is at 5 St. John’s 
Lane, London, England EC1M 4BH, United Kingdom (“ConnectHEOR”, “Processor”, “we”, “us” or “our”), and the customer 
identified in the Agreement (“Customer”, “Controller”, “you” or “your”). Each is a “Party” and together the “Parties”.  

1.3 This DPA becomes effective on the earlier of the effective date of the Agreement, electronic acceptance, signature, or the 
date ConnectHEOR first Processes Customer Personal Data as Processor. 

1.4 Customer enters into this DPA for itself and, where authorised by the Agreement, for eligible Affiliates using the Services. 
Customer remains the single point of instruction unless an Affiliate executes an accession. 

1.5 The Parties intend this DPA to constitute a binding written contract or other legal act under Article 28(3) UK GDPR and, where 
applicable, Article 28(3) EU GDPR. 

2. Purpose, application and contractual hierarchy 
2.1 This DPA governs only Processing of Customer Personal Data by ConnectHEOR as Processor or Sub-Processor. It does not 

govern Processing for which ConnectHEOR independently determines purposes and means, including ordinary account 
administration, legal compliance, defence of claims, corporate security and fraud prevention to the extent ConnectHEOR 
acts as Controller. 

2.2 If a Processing activity creates independent controllership, each Party is responsible for its own compliance. If joint 
controllership arises, the Parties shall establish an Article 26 arrangement before such Processing begins. 

2.3 For Personal Data matters, the order of precedence is: mandatory law; applicable EU SCCs, UK Addendum or IDTA for the 
Restricted Transfer; this DPA; the applicable Order Form or SOW; the remainder of the Agreement. 

2.4 The ConnectHEOR Terms of Use, may supplement this DPA. Because those Terms may be updated, this DPA states the 
operative data-protection, confidentiality, liability, notice, governing-law and general provisions in full. If the Terms of Use and 
this DPA conflict regarding Processing of Customer Personal Data, this DPA prevails to the extent of that conflict. 

2.5 Nothing in this DPA relieves a Party from statutory duties and liabilities directly imposed on Controllers or Processors. 

3. Definitions 

Term Meaning 

Affiliate 
an entity that Controls, is Controlled by, or is under common 
Control with a Party. 

Applicable Data Protection Law 

all privacy, data protection and data security law applicable 
to the Processing, including UK GDPR, Data Protection Act 
2018, EU GDPR where applicable, Swiss FADP where 
applicable, India DPDP Act where applicable, applicable 
Canadian privacy law and applicable US privacy law. 

Approved Sub-Processor 
a Sub-Processor verified and authorised under Clause 15 and 
listed as approved in Annex 4. 

Controller the person determining purposes and means of Processing. 

Customer Personal Data 
Personal Data Processed by ConnectHEOR on behalf of 
Customer under the Agreement. 

Data Subject an identified or identifiable natural person. 

EU GDPR Regulation (EU) 2016/679. 

EU SCCs 
clauses adopted under Commission Implementing Decision 
(EU) 2021/914, as amended or replaced. 
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Term Meaning 

IDTA 
the UK International Data Transfer Agreement issued under 
section 119A Data Protection Act 2018. 

Personal Data Breach 
a breach of security leading to accidental or unlawful 
destruction, loss, alteration, unauthorised disclosure of, or 
access to, Customer Personal Data. 

Processing 

any operation performed on Personal Data, including 
collection, recording, organisation, storage, retrieval, 
analysis, use, disclosure, transfer, restriction, erasure or 
destruction. 

Restricted Transfer 
a transfer subject to Chapter V EU GDPR, Chapter V UK GDPR 
or analogous transfer restriction. 

Services 
the services, Deliverables, websites, portals, products, 
analytics, research and professional services under the 
Agreement. 

Special Category Data 
data under Article 9 GDPR and equivalent sensitive data 
under applicable law. 

Sub-Processor 
a Processor engaged by ConnectHEOR to Process Customer 
Personal Data. 

Supervisory Authority a competent independent data protection authority. 

TOMs 
technical and organisational measures to protect Personal 
Data. 

UK Addendum 
the UK International Data Transfer Addendum to the EU 
SCCs. 

UK GDPR 
EU Regulation 2016/679 as incorporated into UK domestic 
law, as amended. 

4. Interpretation 

4.1 Capitalised terms not defined here have the meaning in the Agreement or Applicable Data Protection Law. “Including” means  
including without limitation. Legislative references include amendments and replacements. 

4.2 Written instructions include an Agreement, SOW, Order Form, project plan, secure ticket, email or other reproducible written 
direction issued by an authorised Customer representative. 

4.3 Headings do not affect interpretation. If law changes, the DPA shall be interpreted to preserve substantially equivalent 
compliance and the Parties shall cooperate on necessary amendments. 

5. Roles of the Parties 
5.1 Unless expressly stated otherwise, Customer is Controller and ConnectHEOR is Processor. Where Customer acts as 

Processor, ConnectHEOR is Customer’s Sub-Processor and Customer warrants that it has authority to appoint 
ConnectHEOR. 

5.2 Customer determines purposes and essential means. ConnectHEOR may determine non-essential technical and 
organisational means necessary to deliver, secure and support the Services, consistently with documented instructions. 

5.3 Each Party shall maintain records required by Article 30, cooperate with competent authorities, designate a DPO or 
representative where legally required, and make privacy contacts reasonably available. 

5.4 ConnectHEOR’s appointed DPO shall perform statutory duties independently and report to senior management in 
accordance with applicable law and ConnectHEOR governance. 

6. Controller obligations 
6.1 Customer shall ensure lawful, fair and transparent Processing, identify an Article 6 lawful basis, identify any Article 9 

condition for Special Category Data, provide required notices and obtain required consents or permissions. 
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6.2 Customer shall issue lawful, complete, accurate and proportionate instructions, apply minimisation, maintain accuracy and 
not instruct retention longer than necessary. 

6.3 Customer shall assess whether the Services and TOMs are suitable for its risks, perform DPIAs and transfer assessments 
where required, and remain responsible for Data Subject and regulatory responses with ConnectHEOR assistance. 

6.4 Customer shall not provide PHI, patient-identifiable data, children’s data, criminal-offence data, genetic data, regulated 
clinical data or export-controlled data unless expressly approved in Annex 1 and the SOW. 

6.5 Customer shall manage accounts and permissions, report suspected incidents, use approved secure transfer routes and 
ensure its users comply with the Agreement. 

7. Documented instructions 

7.1 ConnectHEOR shall Process Customer Personal Data only on documented instructions and only to provide, secure, support 
and administer the contracted Services, unless law requires otherwise. 

7.2 If law requires additional Processing, ConnectHEOR shall notify Customer before Processing unless prohibited on important 
public-interest grounds. 

7.3 ConnectHEOR shall notify Customer if an instruction appears unlawful and may suspend it while a lawful alternative is 
agreed. 

7.4 ConnectHEOR shall not sell Customer Personal Data, share it for cross-context behavioural advertising, use it for unrelated 
marketing, or combine it with another source except on instruction or as permitted by law. 

7.5 Instructions materially changing scope, risk, cost or technical requirements may require change control and reasonable Fees, 
without limiting mandatory duties. 

8. Processor obligations 
8.1 ConnectHEOR shall comply with obligations directly applicable to Processors and provide sufficient guarantees to implement 

appropriate TOMs. 

8.2 ConnectHEOR shall limit access to authorised personnel, maintain minimisation, segregation and retention controls, 
maintain required records, and disclose data only under the Agreement, instructions or law. 

8.3 Taking account of Processing and information available, ConnectHEOR shall assist with security, breaches, DPIAs, prior 
consultation, Data Subject rights, regulatory enquiries and transfers. 

8.4 ConnectHEOR shall notify Customer if it can no longer meet a material obligation and take reasonable remediation steps. 

9. Confidentiality and personnel 
9.1 Authorised personnel shall be bound by contractual or statutory confidentiality, receive role-appropriate training and Process 

data only as necessary for assigned duties. 

9.2 Access shall follow unique identity, least privilege, role-based need, periodic review and timely revocation. 

9.3 The Parties shall comply with the complete confidentiality obligations stated in this DPA. Any confidentiality term in the 
ConnectHEOR Terms of Use, is supplementary only; the more protective obligation governs Customer Personal Data. 

9.4 Confidentiality survives termination for as long as the data remains confidential or protected by law. 

10. Data protection by design and default 
10.1 ConnectHEOR shall integrate proportionate privacy measures into relevant systems and processes, having regard to 

Processing purpose, risk and available technology. 

10.2 Measures shall include minimisation, purpose limitation, restricted defaults, segregation, retention control, 
pseudonymisation or anonymisation where appropriate, and privacy review of material changes. 

10.3 High-risk, innovative, AI-enabled, systematic-monitoring, sensitive or large-scale Processing shall be subject to documented 
assessment before commencement where required. 
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11. Security of Processing 
11.1 ConnectHEOR shall maintain TOMs appropriate to risk under Article 32, considering state of the art, implementation cost, 

Processing context and likelihood and severity of harm. 

11.2 TOMs in Annex 5 may be updated where overall protection is not materially reduced. Service-specific commitments apply 
only where recorded in an SOW or security schedule. 

11.3 ConnectHEOR shall assess control effectiveness, remediate material deficiencies according to risk and maintain 
appropriate incident, continuity and recovery arrangements. 

11.4 No system is guaranteed completely secure; this statement does not reduce ConnectHEOR’s duty to apply appropriate 
measures. 

12. Personal Data Breach management 
12.1 ConnectHEOR shall notify Customer without undue delay after becoming aware of a Breach affecting Customer Personal 

Data. 

12.2 Notice shall provide available details concerning nature, affected data and individuals, likely consequences, containment, 
mitigation, contact details and information reasonably required for Customer’s assessment. 

12.3 ConnectHEOR shall investigate, contain, preserve relevant evidence, remediate and provide phased updates. Customer 
decides statutory notifications unless law directly requires ConnectHEOR to notify. 

12.4 ConnectHEOR shall not publicly identify Customer without consent unless law requires. Notice is not an admission of 
liability. 

13. Data Subject rights 

13.1 ConnectHEOR shall provide reasonable technical and organisational assistance for access, rectification, erasure, 
restriction, portability, objection and automated-decision rights. 

13.2 Direct requests shall be forwarded promptly to Customer unless legally prohibited. ConnectHEOR shall not substantively 
respond except on instruction or legal requirement. 

13.3 Customer is responsible for identity verification, legal assessment, exemptions, response content and deadlines. Bespoke 
assistance may be chargeable unless caused by ConnectHEOR breach. 

14. DPIAs and regulatory cooperation 
14.1 ConnectHEOR shall provide reasonably available information for DPIAs, prior consultation, legitimate-interest assessments, 

records review and transfer assessments concerning the Services. 

14.2 ConnectHEOR shall reasonably cooperate with Supervisory Authorities, subject to confidentiality, privilege, security and 
protection of other customers. 

14.3 Extensive bespoke assistance may be charged at reasonable rates unless arising from ConnectHEOR breach or prohibited 
by law. 

15. Sub-Processors 

15.1 Customer grants general authorisation for Approved Sub-Processors in Annex 4. 

15.2 Before appointment, ConnectHEOR shall perform proportionate diligence and enter written terms imposing equivalent data-
protection obligations to the extent applicable. ConnectHEOR remains responsible under Article 28(4). 

15.3 ConnectHEOR shall provide reasonable advance notice of additions or replacements. Customer may object within fifteen 
days on reasonable, documented data-protection grounds. 

15.4 The Parties shall seek a commercially reasonable solution. If none is available, ConnectHEOR may cease affected 
Processing or Customer may terminate only the affected Service, subject to the Agreement. 

15.5 Emergency replacement may occur on shorter notice for security, availability or legal compliance, with notice as soon as 
reasonably practicable. 
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15.6 Annex 4 intentionally contains no location column. Processing and transfer-location information shall be maintained in 
ConnectHEOR’s internal vendor, ROPA and transfer-assessment records and disclosed where legally required or reasonably 
necessary. 

16. International Data Transfers 

16.1 No Restricted Transfer shall occur without an adequacy decision or regulation, EU SCCs, UK Addendum, IDTA, binding 
corporate rules, approved code or certification, or another lawful safeguard. 

16.2 EU Controller-to-Processor transfers use SCC Module Two. Processor-to-Processor transfers use Module Three. Modules 
One or Four apply where actual roles require. The docking clause may apply and general Sub-Processor authorisation follows 
Clause 15. 

16.3 UK Restricted Transfers shall use the UK Addendum with the EU SCCs or the IDTA. EU SCCs alone do not constitute the UK 
safeguard. 

16.4 Adequacy may be relied upon only where recipient, transfer and legal scope qualify. Otherwise the applicable contractual 
safeguard shall apply. 

16.5 Transfers to India or another jurisdiction not covered by applicable adequacy shall use the relevant SCC module and, for UK 
data, UK Addendum or IDTA, with a documented risk assessment and supplementary measures where required. 

16.6 The transfer record shall identify exporter, importer, roles, data, Data Subjects, purpose, frequency, Processing operations, 
onward transfers, safeguards and competent authority. 

16.7 Supplementary measures may include encryption, pseudonymisation, minimisation, split processing, restricted access, 
logging, contractual challenges and retention limitation. 

16.8 If a safeguard becomes invalid or cannot be complied with, ConnectHEOR shall notify Customer and implement additional 
measures, suspend transfer or terminate affected Processing as required. 

17. Government-access requests 
17.1 Unless prohibited, ConnectHEOR shall notify Customer of a legally binding public-authority demand for Customer Personal 

Data. 

17.2 ConnectHEOR shall review legality and proportionality, challenge overbroad demands where reasonable, seek protective 
measures and disclose only the minimum legally required. 

17.3 ConnectHEOR shall document requests and responses where permitted and make aggregate information available where 
legally and contractually possible. 

18. Records, audits and inspections 

18.1 ConnectHEOR shall provide information reasonably necessary to demonstrate compliance, including relevant policies, 
questionnaires, certifications, summaries and assurance evidence, subject to confidentiality and security. 

18.2 Customer may audit no more than once in twelve months except following a material Breach, reasonable evidence of 
material non-compliance or regulator requirement. 

18.3 Existing independent reports and documentation shall be used first. On-site inspection is permitted only where 
documentary evidence is insufficient and inspection is legally required or reasonably necessary. 

18.4 Audits require reasonable notice, confidentiality, business-hours conduct and minimal disruption. Customer bears costs 
unless material ConnectHEOR non-compliance is identified. 

18.5 Customer may not access another customer’s data, source code, privileged material or security-sensitive material beyond 
what is necessary. 

19. Return, deletion and retention 

19.1 At the end of Services, ConnectHEOR shall, at Customer’s choice, return or delete Customer Personal Data and existing 
copies unless law requires retention. 

19.2 Customer shall make its election before termination or within thirty days after. Absent an election, ConnectHEOR may 
delete under documented schedules. 
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19.3 Legal-hold, statutory and backup copies remain protected, isolated from ordinary use and deleted or overwritten when the 
retention basis ends. 

19.4 Return shall use a standard format reasonably available. Bespoke extraction may be chargeable. Reasonable deletion 
confirmation may be provided. 

20. De-identified and aggregated information 
20.1 Where permitted, ConnectHEOR may create and use aggregated or de-identified information that does not reasonably 

identify Customer or an individual. 

20.2 ConnectHEOR shall apply reasonable measures against re-identification and not attempt re-identification except to test 
safeguards or comply with law. 

20.3 This Clause does not authorise unrelated model training, advertising or disclosure of Customer Confidential Information. 

21. AI and automated Processing 
21.1 AI, ML and automated tools may be used only where authorised by the Agreement, instructions and law. 

21.2 Customer Personal Data or Confidential Information shall not train a general-purpose or publicly available model for 
unrelated customers without express written authorisation, unless lawfully anonymised. 

21.3 Where automated Processing may produce legal or similarly significant effects, Customer remains responsible for lawful 
basis, transparency, safeguards and human review unless expressly allocated otherwise. 

21.4 ConnectHEOR shall apply proportionate supplier assessment, access, security, testing, monitoring and human-oversight 
controls and include material AI Sub-Processors in Annex 4 where applicable. 

21.5 Customer shall not input Personal Data into an AI feature unless expressly authorised and covered by Annex 1. 

22. Special Category, health and research data 

22.1 Special Category and health data may be Processed only where Annex 1 and the SOW expressly authorise it and Customer 
confirms a lawful basis and Article 9 condition or equivalent. 

22.2 Enhanced minimisation, restriction, confidentiality, transfer, retention and security safeguards shall apply. 

22.3 Unless expressly agreed, Services are not clinical decision systems, medical devices, EHRs or validated GxP systems. 

22.4 Pharmacovigilance, adverse-event, clinical-safety, transparency-reporting and regulatory-record duties apply only where 
expressly stated in an SOW or safety agreement. 

23. HIPAA and PHI 
23.1 This DPA is not a Business Associate Agreement. A separate BAA must be signed before ConnectHEOR creates, receives, 

maintains or transmits HIPAA-regulated PHI where a BAA is required. 

23.2 Until a BAA is executed, Customer shall not provide such PHI. A signed BAA prevails for PHI to the extent of conflict. 

23.3 Use and disclosure of PHI shall be limited to authorised purposes and personnel, subject to minimum-necessary principles 
and applicable safeguards. 

24. Regional privacy terms 
24.1 Where an applicable US state privacy law treats ConnectHEOR as service provider, contractor or processor, ConnectHEOR 

shall Process only for specified business purposes, not sell or share covered information, and comply with applicable flow-
down and assistance duties. 

24.2 Where India DPDP Act applies, the Parties shall comply with duties applicable to Data Fiduciaries and Data Processors and 
applicable cross-border restrictions. 

24.3 Where Canadian law applies, statutory consent, safeguard, access and transfer requirements apply according to the 
relevant jurisdiction and role. 

24.4 Where Swiss FADP applies, GDPR terminology shall be adapted to corresponding Swiss concepts and the FDPIC shall be the 
competent authority where required. 
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25. Liability and indemnity 
25.1 Liability arising from this DPA is governed by the complete liability provisions stated in this DPA and any expressly negotiated 

liability schedule in the Agreement, subject always to non-excludable law and rights under the EU SCCs, UK Addendum or 
IDTA. 

25.2 Any separate data-protection cap in an Order Form applies. If none, the general cap applies to the fullest lawful extent. 

25.3 Each Party is responsible for losses, claims, sanctions and penalties to the extent caused by its breach, subject to law and 
the Agreement. No provision requires indemnification of a fine that cannot lawfully be indemnified. 

26. Term, termination and survival 
26.1 This DPA remains effective while ConnectHEOR Processes Customer Personal Data. 

26.2 Termination does not affect accrued rights. Instructions, confidentiality, security, transfer, audit, deletion, liability and 
regulatory-cooperation duties survive as long as relevant data is retained. 

27. Notices, governing law and general provisions 
27.1 A notice under this DPA must be in writing and delivered in accordance with the notice provisions stated in this DPA. Privacy 

communications shall be sent to privacy@connectheor.com and Data Subject Request communications to 
legal@connectheor.com. 

27.2 This DPA and any non-contractual obligations arising from it are governed by the law of England and Wales, and the courts of 
England and Wales have exclusive jurisdiction, subject to mandatory Applicable Data Protection Law and the governing-law, 
forum and Data Subject-rights provisions of any applicable transfer instrument. 

27.3 The complete provisions on assignment, independent-contractor status, force majeure, waiver, severability, entire 
agreement, amendment, third-party rights and electronic execution are stated in this DPA and apply without requiring 
incorporation of a clause number from another document. 

27.4 Legally required updates may be implemented by written notice or updated DPA where permitted, without materially 
reducing protection. 
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Annex 1 - Details of Processing 

Processing element Approved description / completion requirement 

Subject matter 

Processing necessary for healthcare research, HEOR, RWE, 
evidence strategy, market access, consulting, analytics, 
advisory, AI-enabled, technology-supported and related 
professional services described in the Agreement. 

Duration 
Term of Service and documented return, deletion, backup, 
legal-hold and statutory retention periods. 

Nature 

Collection, receipt, recording, organisation, storage, retrieval, 
consultation, analysis, use, communication, disclosure as 
instructed, transfer, restriction, return, deletion and 
destruction. 

Purpose 
Provision, security, support and administration of contracted 
Services; no unrelated independent purpose. 

Data Subjects 

Customer personnel; authorised users; client 
representatives; HCPs; KOLs; researchers; consultants; 
vendors; study or research participants where expressly 
approved. 

Personal Data 

Names, professional roles, employer, business contact 
details, account identifiers, communications, project 
records, research inputs, professional attributes, contract 
and payment data. 

Special Category Data 
Not permitted unless expressly specified in the SOW with 
lawful basis, Article 9 condition and enhanced safeguards. 

Children / criminal data 
Not permitted unless expressly authorised and legally 
justified. 

Frequency Continuous, periodic or ad hoc as required for Services. 

Retention 
Agreement, SOW, Controller instructions and approved 
retention schedule, subject to legal hold and backup cycles. 
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Annex 2 - Processing Activity Schedule Based on ROPA 

Activity Role and purpose Data / Data Subjects 
Systems and 
safeguards 

Retention status 

Client HEOR, analytics 
and research 

Processor; client 
project delivery and 
analysis 

Project data; HCPs; 
pseudonymised 
patients; health data 
only if approved 

Approved Microsoft 
365/OneDrive and 
project environment; 
access control, 
passwords, encryption 
and project restriction 

Agreement-specific 

Website, forms and 
marketing 

Controller; enquiry 
and marketing 
administration 

Prospect name, 
business email, 
phone, social handles 
and online data 

Website forms; 
Cloudflare security and 
content delivery 
services where used; 
Mailchimp where used; 
approved repository. 

 

Until unsubscribe or 
approved schedule 

AI Coworkers and 
product applications 

Role determined by 
contract; service, 
authentication, 
security 

B2B user name, email, 
IP and device ID 

Microsoft Azure-hosted 
application database 
and Azure Blob 
Storage, Temporal 
workflow orchestration 
services, Cloudflare 
content delivery and 
security services where 
applicable; encryption, 
VPC, logical 
segregation, restricted 
production access, 
audit logs and backup. 

 

In accordance with 
applicable 
contractual, business 
and retention 
requirements and 
ConnectHEOR's 
approved retention 
schedule. 

 

Product access 
Controller or 
Processor as agreed; 
account access 

Company name, user 
name and business 
email 

Encrypted transit/rest, 
whitelisted access, 
segregation, logs and 
backup 

In accordance with the 
applicable customer 
agreement and 
retention schedule. 

 

Recruitment and HR 

Controller; 
recruitment and 
employment 
administration 

Applicant/employee 
contact, CV, 
education, payroll and 
bank data where 
applicable 

Microsoft 
Forms/email/OneDrive; 
Zoho People/HRMS; 
approved workforce 
systems 

In accordance with 
applicable 
employment, statutory 
and business record 
retention 
requirements. 

 

Finance, billing and 
contracts 

Controller; billing, 
contracts and legal 
administration 

Client, vendor and 
employee contact, 
account and contract 
data 

Zoho Books and 
approved 
finance/document 
systems where used 

Financial/legal 
retention schedule 
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Annex 3 - Mechanism of Data Transfer Matrix 

Transfer scenario Mechanism 
Contractual selections and 
safeguards 

EU Controller to ConnectHEOR 
Processor 

EU SCC Module Two unless adequacy 
applies 

General Sub-Processor authorisation; 
applicable Supervisory Authority and 
governing Member State; Annexes 1, 4 
and 5 complete SCC appendix 
information 

EU Processor to ConnectHEOR Sub-
Processor 

EU SCC Module Three unless adequacy 
applies 

Customer warrants upstream authority; 
equivalent flow-down and onward-
transfer restrictions 

UK Restricted Transfer UK Addendum with EU SCCs or IDTA 

Complete exporter/importer, selected 
modules, appendix information and 
ending provisions; conduct UK transfer 
risk assessment 

Transfer to India 
Relevant SCC module plus UK 
Addendum or IDTA for UK data 

Intercompany or vendor DPA, risk 
assessment, encryption, minimisation, 
restricted access, logging and 
government-access controls 

Transfer to Canada 
Applicable adequacy where recipient 
and transfer are in scope; otherwise 
SCC/UK mechanism 

Document recipient status, scope, 
onward transfers and safeguards 

Microsoft cloud or other SaaS 
Provider DPA and applicable 
adequacy/SCC/UK mechanism 

Applicable data processing agreement, 
Standard Contractual Clauses, UK 
International Data Transfer Addendum, 
adequacy decisions and other lawful 
international transfer mechanisms, 
where required. 

Swiss transfer 
SCCs adapted for Swiss FADP where 
required 

FDPIC and Swiss-law adjustments; 
analogous safeguards 
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Annex 4 - Sub-Processor Schedule 
No location column is used, as requested. Processing-country and hosting/support-location details shall be maintained in the internal 
ROPA, vendor register, transfer assessment and relevant vendor due-diligence file. The following Sub-Processors are authorised by 
ConnectHEOR to Process Customer Personal Data in connection with the Services. Each Sub-Processor is contractually bound by 
written data protection and confidentiality obligations no less protective than those set out in this DPA and may Process Customer 
Personal Data only for the purposes described below. 

Sub-Processor / 
Provider 

Status 
Service and 
Processing purpose 

Personal Data 
potentially involved 

Transfer mechanism  

ConnectHEOR India 
Private Limited 

Approved Sub-
Processor 

 

HEOR delivery, 
research, analytics, 
project, product, 
operational and 
support services 

Project, user, 
professional-contact 
and approved 
research data 

Applicable SCC 
Module Two or Three; 
UK Addendum or IDTA; 
transfer assessment 
and supplementary 
measures 

ConnectHEOR 
Canada Limited 

Approved Sub-
Processor 

 

Consulting, research, 
analytics, project 
management and 
client support 

Project, user and 
professional-contact 
data 

Adequacy where 
legally in scope; 
otherwise SCC and UK 
mechanism 

Microsoft contracted 
entity/entities 

Approved Sub-
Processor 

 

Microsoft 365, 
Exchange, SharePoint, 
OneDrive, Teams, 
Entra ID, Intune, 
Defender, Azure, 
Forms and Azure 
DevOps where used 

Business contacts, 
users, 
communications, 
documents, project 
data, authentication 
and technical data 

Microsoft Data 
Protection Addendum, 
applicable Standard 
Contractual Clauses, 
UK International Data 
Transfer Addendum 
and other lawful 
transfer mechanisms, 
where required. 

 

Zoho contracted 
entity/entities 

Approved Sub-
Processor  

Zoho People/HRMS, 
Zoho Sign and Zoho 
Books 

Applicant, employee, 
signatory, vendor, 
client, finance and 
contract data 

Applicable data 
processing agreement, 
Standard Contractual 
Clauses, UK 
International Data 
Transfer Addendum 
and other lawful 
international transfer 
mechanisms where 
required. 

Mailchimp  

Approved Sub-
Processor 

 

Marketing mailing and 
communications 

Prospect/customer 
business contact and 
preference data 

Applicable data 
processing agreement, 
Standard Contractual 
Clauses, UK 
International Data 
Transfer Addendum 
and other lawful 
international transfer 
mechanisms where 
required 

 

OpenAI contracted 
entity 

Approved Sub-
Processor 

 

Optional AI 
functionality made 
available only where 
expressly enabled or 
approved. OpenAI is 

Customer Personal 
Data is not intended to 
be Processed through 
OpenAI services 
unless expressly 

Applicable enterprise 
agreement, Standard 
Contractual Clauses, 
UK International Data 
Transfer Addendum 
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Sub-Processor / 
Provider 

Status 
Service and 
Processing purpose 

Personal Data 
potentially involved 

Transfer mechanism  

not used for general 
Processing of 
Customer Personal 
Data and will only 
Process such data 
where specifically 
authorised by 
Customer and 
permitted under the 
applicable Agreement 
and DPA. 

authorised for the 
applicable Service or 
project. Where 
authorised, only the 
minimum data 
necessary for the 
approved use case 
may be Processed, 
subject to contractual, 
security and data 
protection controls. 

and other lawful 
transfer mechanisms 
where required. 

 

Google contracted 
entity 

Approved Sub-
Processor 

 

Approved productivity, 
account or 
development services 

User, business-
contact, document or 
technical data only 
where approved 

Applicable data 
processing agreement, 
Standard Contractual 
Clauses, UK 
International Data 
Transfer Addendum 
and other lawful 
international transfer 
mechanisms where 
required. 

Atlassian contracted 
entity 

Approved Sub-
Processor 

 

Jira project and 
development 
management 

User, issue, project 
and technical 
metadata 

Applicable data 
processing agreement, 
Standard Contractual 
Clauses, UK 
International Data 
Transfer Addendum 
and other lawful 
international transfer 
mechanisms where 
required. 

GitHub / Microsoft 
contracted entity 

Approved Sub-
Processor 

 

Source code, 
development 
collaboration and 
issue management 

Developer identity, 
repository and 
technical metadata; 
exclude Customer 
Personal Data unless 
approved 

Applicable data 
processing agreement, 
Standard Contractual 
Clauses, UK 
International Data 
Transfer Addendum 
and other lawful 
international transfer 
mechanisms where 
required. 

Lovable contracted 
provider 

Approved Sub-
Processor 

 

Approved prototyping, 
dashboarding and 
application 
demonstration 

User inputs and 
technical content only 
within approved use 
case 

Applicable data 
processing agreement, 
Standard Contractual 
Clauses, UK 
International Data 
Transfer Addendum 
and other lawful 
international transfer 
mechanisms where 
required. 

Scrut Automation 
contracted entity 

Approved Sub-
Processor 

Security and 
compliance 
management 

Business contacts, 
compliance records 
and evidence only 

Applicable data 
processing agreement, 
Standard Contractual 
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Sub-Processor / 
Provider 

Status 
Service and 
Processing purpose 

Personal Data 
potentially involved 

Transfer mechanism  

 where uploaded Clauses, UK 
International Data 
Transfer Addendum 
and other lawful 
international transfer 
mechanisms where 
required 

 

Remote contracted 
entity 

Approved Sub-
Processor 

 

Recruitment, 
employment or 
workforce 
administration where 
used 

Applicant/employee 
identity, contact, 
contract, payroll and 
employment data 

Applicable data 
processing agreement, 
Standard Contractual 
Clauses, UK 
International Data 
Transfer Addendum 
and other lawful 
international transfer 
mechanisms where 
required. 

 

Cloudflare Inc. (or 
contracted Cloudflare 
entity) 

 

Approved Sub-
Processor 

 

Content delivery 
network (CDN), 
website acceleration, 
DNS, security 
services, DDoS 
protection, web 
application firewall 
(WAF), traffic 
management and 
performance 
optimisation 

 

IP addresses, 
device/browser 
information, website 
request metadata, 
security logs, user 
activity and other 
technical data 
processed through 
website and platform 
traffic 

 

Applicable data 
processing agreement, 
Standard Contractual 
Clauses, UK 
International Data 
Transfer Addendum 
and other lawful 
international transfer 
mechanisms where 
required. 

 

Temporal 
Technologies, Inc. (or 
applicable contracted 
entity) 

 

Approved Sub-
Processor 

 

Cloud-based workflow 
orchestration, 
application process 
automation, task 
coordination, 
workflow execution 
and infrastructure 
services supporting 
the provision, 
operation, security 
and administration of 
the Services. 

User identifiers, 
account information, 
workflow metadata, 
application usage 
data, system-
generated records and 
other data processed 
through configured 
workflows, where 
applicable.  

 

Applicable data 
processing agreement, 
Standard Contractual 
Clauses, UK 
International Data 
Transfer Addendum 
and other lawful 
international transfer 
mechanisms where 
required. 
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Annex 5 - Technical and Organisational Measures 

Control domain Audit-ready commitment 

Governance and accountability 

DPO oversight; senior-management reporting; information-
security and privacy policies; assigned control owners; risk 
assessment; ROPA maintenance; legal register; control 
review. 

Identity and access 
Unique identities; RBAC; least privilege; MFA for sensitive 
systems; privileged-access separation; periodic access 
review; joiner, mover and leaver processes. 

Personnel security 
Confidentiality obligations; awareness; role training; 
screening where lawful and appropriate; disciplinary process; 
revocation on separation. 

Information classification 
Classification, handling rules, labelling where appropriate, 
restricted sharing and approved storage based on sensitivity. 

Encryption and key management 
Encryption at rest and in transit where appropriate; key 
generation, storage, rotation, access and retirement controls; 
no clear-text credential sharing. 

Endpoint and remote work 
Approved devices; endpoint protection; patching; screen 
lock; secure remote access; BYOD and teleworking 
requirements; central repositories. 

Network and cloud 
Restricted administration; firewall/VPC controls; 
configuration management; vulnerability management; 
segregation; production-access restrictions. 

Application security 
Secure change, review, testing, controlled deployment, 
dependency management and environment separation where 
applicable. 

Logging and monitoring 
Auditable access and administrative actions; protected logs; 
alerting; threat monitoring; time synchronisation; 
investigation and retention. 

Data minimisation and segregation 
Purpose-limited data; project/tenant/workspace segregation; 
approved access; pseudonymisation or anonymisation where 
identifiers are unnecessary. 

Resilience 
Backup, replication, restoration testing, continuity, disaster 
recovery and service recovery appropriate to risk. 

Incident response 
Detection, triage, escalation, containment, eradication, 
recovery, evidence preservation, notification, lessons learned 
and remediation tracking. 

Retention and deletion 
Approved schedules; deletion from active systems; backup 
expiry; legal holds; media disposal; reasonable confirmation. 

Vendor governance 
Due diligence; risk classification; NDA/DPA/SOW; transfer 
review; performance monitoring; incident obligations; exit 
and deletion. 

AI/ML governance 
Documented approval; DPIA for high-risk Personal Data use; 
CISO and DPO review; human oversight; access restriction; 
testing; monitoring; no unauthorised model training. 

PHI and sensitive data 
Minimum necessary access; approved purpose; heightened 
confidentiality; secure transmission and storage; BAA where 
HIPAA applies. 
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Annex 6 - Article 28 Compliance Matrix 

Legal requirement DPA provision 

Article 28(3): Processing particulars Annexes 1 and 2 

28(3)(a): documented instructions and transfers Clauses 7 and 16 

28(3)(b): confidentiality Clause 9 

28(3)(c) and Article 32: security Clause 11 and Annex 5 

28(2), 28(3)(d), 28(4): Sub-Processors Clause 15 and Annex 4 

28(3)(e): Data Subject rights Clause 13 

28(3)(f), Articles 32–36: assistance Clauses 11–14 

28(3)(g): delete or return Clause 19 and Annex 9 

28(3)(h): information, audits, unlawful instructions Clauses 7 and 18 

Article 30(2): Processor records Clauses 5, 8 and 18 

Chapter V: international transfers Clauses 16–17 and Annex 3 
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Annex 7 - Personal Data Breach Response Protocol 

Stage Required action 

Identify and triage 
Confirm event, affected Services, Personal Data, systems, 
customers and severity. 

Contain 
Restrict access, isolate relevant systems, preserve evidence 
and prevent further exposure. 

Escalate 
Notify security, privacy, legal, service owner and authorised 
Customer contacts. 

Notify Customer 
Provide initial information without undue delay and phased 
updates. 

Investigate 
Determine cause, scope, duration, affected 
individuals/records, access and safeguards. 

Assess risk 
Support assessment of likelihood, severity and notification 
obligations. 

Remediate 
Eradicate cause, restore Service, monitor, validate and track 
corrective action. 

Close and review 
Document timeline, decisions, evidence, lessons and control 
improvements. 
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Annex 8 - Data Subject Request Protocol 
• Customer receives or is notified of the request and verifies identity. 

• Customer determines jurisdiction, applicable right, scope, exemptions and deadline. 

• ConnectHEOR searches, exports, rectifies, restricts or deletes only on documented instruction and within systems under its 
control. 

• ConnectHEOR securely provides relevant information or confirmation to Customer. 

• Customer issues the substantive response unless law requires otherwise. 

• Each Party records actions and protects request information as confidential Personal Data. 
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Annex 9 - Return and Deletion Protocol 

Step Requirement 

Instruction 
Customer elects return or deletion and identifies scope, 
format and timing. 

Active systems 
Export or delete using documented platform or system 
procedures. 

Access Revoke project, account, affiliate and Sub-Processor access. 

Backups 
Allow protected copies to expire or overwrite through normal 
cycles unless selective deletion is feasible and required. 

Legal retention 
Isolate retained copies and restrict Processing to the legal 
purpose. 

Sub-Processors 
Require return/deletion and access revocation under flow-
down terms. 

Evidence Provide reasonable completion confirmation on request. 

  



CONNECTHEOR LIMITED | DATA PROCESSING ADDENDUM 

ConnectHEOR Limited | 21 

Annex 10 - Regional Terms 

California and other US states 

Where applicable, ConnectHEOR acts as service provider, contractor or processor for specified purposes, does not sell or share 
covered information, applies flow-down terms and assists with consumer rights. 

India 

The India DPDP Act obligations apply according to the Parties’ roles and notified provisions; internal transfer and security 
controls shall be maintained. 

Canada 

Applicable federal or provincial privacy requirements apply according to the recipient, sector and role; adequacy is relied on only 
where legally in scope. 

Switzerland 

Swiss FADP terminology and regulator adaptations apply, including FDPIC competence where required. 

HIPAA 

A separate signed BAA is required before HIPAA-regulated PHI is Processed where legally required. 
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Annex 11 - Execution and Affiliate Accession 
This DPA may be accepted by signature, electronic acceptance, incorporation into the Agreement or another binding method 
permitted by the Agreement. 

For Customer / Controller For ConnectHEOR Limited / Processor 

Legal name: ConnectHEOR Limited 

Name and title: Name and title: 

Signature: Signature: 

Date: Date: 

Notice details: 
5 St. John’s Lane, London, England EC1M 4BH; 
privacy@connectheor.com 

An eligible Affiliate may accede through a written accession identifying legal name, role, Services, Processing particulars and 
transfer mechanism. Accession does not create joint liability among Customer Affiliates unless expressly agreed. 
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Annex 12 - Legal and Regulatory References 
Primary legal references used in drafting: 

• Regulation (EU) 2016/679, including Articles 5, 6, 9, 12–22, 25, 26, 28, 30, 32–36 and Chapter V. 

• UK GDPR and Data Protection Act 2018, including section 119A international-transfer instruments. 

• Commission Implementing Decision (EU) 2021/914 on Standard Contractual Clauses. 

• ICO International Data Transfer Addendum, Version B1.0, and UK IDTA guidance. 

• Swiss Federal Act on Data Protection where applicable. 

• India Digital Personal Data Protection Act where applicable. 

• Applicable Canadian federal and provincial privacy law. 

• Applicable US state privacy law and HIPAA only where in scope and supported by a separate BAA.  

Internal evidence references: ConnectHEOR ROPA; Reports of User Access Reviews; Legal and Regulatory Register; DPO 
Appointment Letter; Data Privacy Policy; DSR Manual and request form; DPIA materials; retention/deletion; information 
classification; access control; encryption and key management; password; teleworking/BYOD; 
anonymisation/pseudonymisation; backup and business continuity; vendor management; AI/ML governance; PHI/HIPAA and 
related ISMS policies. 
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General Contractual Provisions 
This DPA sets out the Parties’ respective rights and obligations in relation to the Processing of Customer Personal Data and forms 
part of the Agreement. The ConnectHEOR Terms of Use shall apply only to the extent incorporated into the Agreement. If there is 
any conflict between the Terms of Use and this DPA concerning the Processing or protection of Customer Personal Data, this DPA 
shall prevail to the extent of that conflict. 

 

A. Comprehensive Confidentiality Obligations 

“Confidential Information” means all non-public information disclosed by or on behalf of a Party, before or after the Effective 
Date, in any form, that is marked confidential or that a reasonable person would understand to be confidential having regard to its 
nature and the circumstances of disclosure. Customer Personal Data, security information, audit materials, research 
information, protocols, study materials, pricing, business plans, methodologies, software, source code, credentials and trade 
secrets are Confidential Information whether or not marked. 

The Receiving Party shall: (a) use Confidential Information only to perform or exercise rights under the Agreement; (b) protect it 
using at least the same degree of care used for its own similar information and never less than reasonable care; (c) disclose it 
only to personnel, Affiliates, professional advisers and approved subcontractors who have a genuine need to know and are bound 
by duties no less protective; and (d) remain responsible for its authorised recipients to the extent required by law and contract. 

Confidential Information excludes information the Receiving Party can demonstrate by contemporaneous records: (a) is lawfully  
public without breach; (b) was lawfully known without restriction before disclosure; (c) is lawfully received from a third party 
without confidentiality duty; or (d) is independently developed without use of or reference to the Disclosing Party’s Confidential 
Information. 

Where disclosure is required by law, court order or competent authority, the Receiving Party shall, to the extent legally permitted, 
give prompt notice, cooperate regarding protective measures, disclose only the minimum legally required and seek confidential 
treatment where reasonably available. 

Upon written request or termination, the Receiving Party shall return or securely destroy Confidential Information, except copies 
retained under applicable law, professional obligations, bona fide legal hold or protected backup cycles. Retained information 
remains subject to this DPA and shall not be used for any other purpose. 

Confidentiality obligations survive for five years after termination, except that obligations relating to Customer Personal Data, 
trade secrets and information protected by law survive for so long as the information remains protected or retained. A threatened 
or actual breach may cause irreparable harm, and the Disclosing Party may seek injunctive or equitable relief in addition to other 
remedies. 

B. Detailed Liability Allocation and Indemnity 

Nothing in this DPA excludes or limits liability that cannot lawfully be excluded or limited, including liability for death or personal 
injury caused by negligence, fraud or fraudulent misrepresentation. Nothing limits enforceable rights granted to Data Subjects 
under the EU SCCs, UK Addendum or IDTA. 

Subject to the preceding paragraph, neither Party shall be liable for indirect or consequential loss, or loss of profit, revenue, 
anticipated savings, business opportunity, goodwill or reputation, arising out of or in connection with this DPA, whether in 
contract, tort including negligence, misrepresentation, restitution, breach of statutory duty or otherwise, except to the extent 
such exclusion is prohibited by law. 

Unless an applicable Order Form or negotiated agreement states a separate data-protection liability cap, each Party’s aggregate 
liability arising out of or in connection with this DPA shall be included within, and not additional to, the aggregate liability cap 
stated in the Agreement. If the Agreement contains no financial cap, the aggregate liability shall not exceed the Fees paid or 
payable for the affected Services during the twelve months immediately preceding the first event giving rise to the claim, to the 
fullest extent permitted by law. 

The liability cap does not apply to Customer’s undisputed payment obligations, a Party’s fraud or fraudulent misrepresentation, 
or any other liability that cannot lawfully be limited. Any treatment of confidentiality, intellectual-property, indemnity or data-
protection liabilities as excluded, super-capped or uncapped must be expressly stated in the applicable negotiated agreement. 

Each Party is responsible for administrative fines, sanctions, compensation, claims, costs and losses only to the extent caused 
by its own breach of Applicable Data Protection Law or this DPA, subject to applicable law. No Party is required to indemnify a 
regulatory fine or penalty where such indemnification is unlawful. 
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Where a third-party claim is subject to an express indemnity, the indemnified Party shall give prompt notice, reasonable 
cooperation at the indemnifying Party’s cost and control of defence and settlement, provided that no settlement may admit fault 
of, impose non-monetary obligations on, or fail to fully release the indemnified Party without its prior written consent. 

C. Notices 

A formal notice under this DPA concerning breach, termination, audit, indemnity, dispute or legal proceedings must be in writing, 
identify this DPA and be delivered by personal delivery, tracked courier or email with evidence of transmission to the notice 
details stated in the Agreement. Privacy operational communications may be sent to privacy@connectheor.com. Data Subject 
Requests may be sent to legal@connectheor.com. 

A notice is deemed received: (a) if delivered personally, when delivered; (b) if sent by tracked courier, when delivery is recorded; 
or (c) if sent by email without delivery failure before 5:00 p.m. on a Business Day at the recipient’s location, when sent, otherwise 
on the next Business Day. 

Each Party shall keep its notice details current. Operational service communications, incident updates and Sub-Processor 
notices may be delivered by email, account notification or another reproducible electronic channel customarily used between 
the Parties. 

D. Governing Law, Jurisdiction and Dispute Escalation 

This DPA and any non-contractual obligations arising from it are governed by the laws of England and Wales. The courts of 
England and Wales have exclusive jurisdiction, except that either Party may seek urgent injunctive or protective relief in any court 
of competent jurisdiction. 

The preceding choice of law and forum is subject to mandatory Applicable Data Protection Law and to any governing-law, forum, 
Supervisory Authority and Data Subject rights specified by the EU SCCs, UK Addendum, IDTA or another mandatory transfer 
instrument. 

Before commencing proceedings, the Parties shall use good-faith efforts to resolve the dispute through escalation to senior legal, 
privacy or executive representatives. This requirement does not prevent urgent relief, a regulatory notification or steps required to 
preserve a limitation period. 

E. Assignment, Subcontracting and Change of Control 

Customer may not assign, transfer, novate or otherwise deal with this DPA without ConnectHEOR’s  prior written consent, not to 
be unreasonably withheld where the proposed assignee is capable of fulfilling Customer’s obligations. ConnectHEOR may assign 
this DPA to an Affiliate or in connection with a merger, reorganisation or sale of all or substantially all of the relevant business, 
provided the assignee assumes the applicable obligations. 

Appointment of a Sub-Processor is governed exclusively by the Sub-Processor provisions of this DPA and does not constitute an 
assignment. Neither Party is relieved of accrued obligations by an assignment. 

Where a change of control materially alters the lawfulness or risk of Processing, the Parties shall cooperate to assess and 
implement appropriate safeguards. 

F. Force Majeure and Business Continuity 

Neither Party is liable for delay or failure caused by an event beyond its reasonable control, excluding payment obligations. The 
affected Party shall give prompt notice, use reasonable efforts to mitigate, invoke appropriate continuity arrangements and 
resume performance as soon as reasonably practicable. 

Force majeure does not excuse compliance with confidentiality, security, Breach response, data return, deletion or transfer 
obligations to the extent they remain capable of performance. If a material failure continues for more than sixty days, either Party 
may terminate the affected Service on written notice, without affecting accrued rights. 

G. Entire Agreement, Non-Reliance and Amendments 

This DPA, the applicable Agreement and mandatory transfer instruments constitute the entire agreement concerning Processing 
of Customer Personal Data and supersede prior discussions, proposals and representations on that subject. Each Party 
acknowledges that it has not relied on a statement not expressly included, without limiting liability for fraud. 

An amendment to a negotiated DPA must be in writing and signed or electronically accepted by authorised representatives, 
except that ConnectHEOR may update a public DPA to address changes in law, approved transfer instruments, Services or TOMs 
where legally permitted and where the update does not materially reduce protection during an active committed term. 
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H. Waiver, Severability, Cumulative Remedies and Third-Party Rights 

A waiver is effective only if in writing and only for the specific circumstance. Failure or delay in exercising a right is not a waiver. 

If a provision is invalid or unenforceable, it shall be modified to the minimum extent necessary to make it valid and enforceable 
or, if that is not possible, severed. The remaining provisions remain effective. 

Rights and remedies are cumulative unless expressly stated as exclusive. Except for enforceable rights granted to Data Subjects 
under mandatory transfer instruments or Applicable Data Protection Law, no person other than the Parties has a right under the 
Contracts (Rights of Third Parties) Act 1999 to enforce this DPA. 

This DPA may be executed in counterparts and by electronic signature or electronic acceptance, each of which is deemed an 
original and together constitutes one instrument. 

I. Independent Contractors and No Agency 

The Parties are independent contractors. Nothing creates a partnership, joint venture, fiduciary relationship, employment 
relationship or agency, and neither Party has authority to bind the other except as expressly stated. 

Controller and Processor terminology allocates responsibilities under Applicable Data Protection Law only and does not of itself 
create an agency or fiduciary relationship. 
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Annex 13 – SCC and UK Addendum Reference Schedule 

SCC / Addendum item Default selection or completion requirement 

Parties Exporter and importer legal names, addresses, registration 
numbers, roles and privacy contacts must be completed from 
the Agreement and applicable transfer record. 

Applicable SCC Module Module Two for Controller-to-Processor; Module Three for 
Processor-to-Processor; Module One or Four only where 
actual roles require. 

Clause 7 Docking Applies where an eligible entity accedes in writing and 
assumes the relevant role and obligations. 

Clause 9 Sub-Processors General written authorisation. Notice and objection follow 
the period and process stated in this DPA. 

Clause 11 Redress Apply only where selected in the completed SCC record. 

Clause 17 Governing law Choose an EU Member State law permitting third-party 
beneficiary rights, based on the exporter and transfer 
circumstances. 

Clause 18 Forum Select courts of the EU Member State identified in the 
completed SCC record. 

Competent Supervisory Authority Determine under Clause 13 SCCs by reference to exporter 
establishment, representative or Data Subjects. 

Annex I.A Parties Complete legal identity, address, contact person, role and 
signature/acceptance information. 

Annex I.B Transfer description Use Annexes 1 and 2 of this DPA, supplemented by the SOW 
and transfer record. 

Annex I.C Authority Record the competent Supervisory Authority. 

Annex II TOMs Use Annex 5, supplemented by service-specific security 
terms. 

Annex III Sub-Processors Use the approved service-specific entries from Annex 4 

UK Addendum Table 1 Complete exporter/importer details and key contacts. 

UK Addendum Table 2 Identify approved EU SCCs, modules and selected clauses. 

UK Addendum Table 3 Identify the Appendix Information supplied by this DPA and 
transfer record. 

UK Addendum Table 4 Select which Party may end the Addendum if the approved 
Addendum changes. 

Transfer assessment Document destination law and practice, sensitivity, purpose, 
access, onward transfers and supplementary safeguards 
before reliance where required. 
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Annex 14 – Sub-Processor Due-Diligence and Publication Standard 
This Annex supplements Annex 4. It intentionally does not include a location column. Location information must remain available 
within the internal vendor register, ROPA, architecture record and transfer assessment and be disclosed when legally required. 

Due-diligence element Required evidence or decision 

Legal identity Contracting legal name, registration details, service name 
and group entity responsible for Processing. 

Role and purpose Whether the provider is a Processor/Sub-Processor, 
independent Controller or does not Process Customer 
Personal Data; documented purpose and scope. 

Data mapping Data categories, Data Subjects, systems, integrations, 
access model, frequency, retention and deletion. 

Contractual terms DPA, confidentiality, Article 28 flow-down, Breach notice, 
assistance, audit, deletion, onward processor and transfer 
terms. 

Security Access control, encryption, logging, resilience, vulnerability 
management, incident response and available assurance 
reports. 

AI-specific review Training use, retention, human review, model provider, 
onward providers, opt-outs and prohibition on unrelated 
training where applicable. 

Transfer mechanism Adequacy, SCC module, UK Addendum or IDTA, transfer 
assessment and supplementary measures. 

Privacy risk DPIA or other documented risk review where the Processing is 
likely high risk. 

Approval Legal/privacy, security, procurement and service-owner 
approval according to risk. 

Ongoing monitoring Renewal review, material-change monitoring, incident 
history, assurance refresh and remediation. 

Exit Access revocation, data return/deletion, confirmation, 
migration support and termination of integrations. 

Public listing Publish only providers that Process Customer Personal Data 
for the relevant Service and are approved in accordance with 
ConnectHEOR's vendor governance process. 
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Annex 15 – Compliance Evidence and Audit Response Schedule 

Evidence category Examples of acceptable evidence, subject to availability 
and confidentiality 

Governance Privacy and security policies, legal register, ROPA, assigned 
ownership and management-review records. 

Access control Access-control policy, current access review, MFA evidence, 
joiner/mover/leaver records and privileged-access review. 

Security Encryption/key-management policy, vulnerability reports, 
incident-response materials, continuity and recovery 
evidence. 

Privacy operations DPIA methodology, DSR procedure, retention schedule, 
anonymisation/pseudonymisation policy and Breach 
procedure. 

Vendors and transfers Vendor register, due-diligence records, DPAs, SCCs, UK 
Addendum/IDTA, transfer assessments and Sub-Processor 
notices. 

Training Privacy, security, PHI and role-specific training completion 
evidence. 

Assurance Available certification, independent audit, penetration-test or 
control-assessment summaries. 

Limitations Evidence may be redacted to protect other customers, 
privileged advice, system security, trade secrets and 
statutory confidentiality. 

 


	Contents
	Operative Provisions
	1. Parties and incorporation
	2. Purpose, application and contractual hierarchy
	3. Definitions
	4. Interpretation
	5. Roles of the Parties
	6. Controller obligations
	7. Documented instructions
	8. Processor obligations
	9. Confidentiality and personnel
	10. Data protection by design and default
	11. Security of Processing
	12. Personal Data Breach management
	13. Data Subject rights
	14. DPIAs and regulatory cooperation
	15. Sub-Processors
	16. International Data Transfers
	17. Government-access requests
	18. Records, audits and inspections
	19. Return, deletion and retention
	20. De-identified and aggregated information
	21. AI and automated Processing
	22. Special Category, health and research data
	23. HIPAA and PHI
	24. Regional privacy terms
	25. Liability and indemnity
	26. Term, termination and survival
	27. Notices, governing law and general provisions
	Annex 1 - Details of Processing
	Annex 2 - Processing Activity Schedule Based on ROPA
	Annex 3 - Mechanism of Data Transfer Matrix
	Annex 4 - Sub-Processor Schedule
	Annex 5 - Technical and Organisational Measures
	Annex 6 - Article 28 Compliance Matrix
	Annex 7 - Personal Data Breach Response Protocol
	Annex 8 - Data Subject Request Protocol
	Annex 9 - Return and Deletion Protocol
	Annex 10 - Regional Terms
	California and other US states
	India
	Canada
	Switzerland
	HIPAA

	Annex 11 - Execution and Affiliate Accession
	Annex 12 - Legal and Regulatory References
	General Contractual Provisions
	A. Comprehensive Confidentiality Obligations
	B. Detailed Liability Allocation and Indemnity
	C. Notices
	D. Governing Law, Jurisdiction and Dispute Escalation
	E. Assignment, Subcontracting and Change of Control
	F. Force Majeure and Business Continuity
	G. Entire Agreement, Non-Reliance and Amendments
	H. Waiver, Severability, Cumulative Remedies and Third-Party Rights
	I. Independent Contractors and No Agency

	Annex 13 – SCC and UK Addendum Reference Schedule
	Annex 14 – Sub-Processor Due-Diligence and Publication Standard
	Annex 15 – Compliance Evidence and Audit Response Schedule

